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Summary 

Although Smart Contracts are promising, they present some issues, such as those related to 

consumer relations. While some people defend that Smart Contracts could correct these 

relationships, others, on the other hand, point out the reduction of the protection of the more 

vulnerable parties, since consumers, effectively, barely interfere in the creation of the contract. 

In those cases, the use of Artificial Intelligence is discussed to ensure the flexibility and 

adaptation of the contract, providing greater legal certainty for the parties. Therefore, this work 

intends to discuss how the use of AI would be expressed in consumer Smart Contracts to help 

in the protection of the consumers. 
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I. INTRODUCTION 

During the last few years, especially in the last two decades, digital innovations have become 

a more significant representation not only in daily life, but also in Law. In some way, 

technological transformations give rise to different uncertainties related to the most varied 

traditional legal aspects, such as a simple signature. Since the internet emerged, we have been 

completely absorbed by its use and – what used to be fear and uncertainty – is now a normal 

part of legal professionals’ lives, e.g., the use of emails to exchange important information[2]. 

Further examples of how the accelerated technological evolution influences Law are the 

electronic processes and digital contracting. The latter, though it has existed for a while, has 

been growing and evolving exponentially due to recent[3] events. 

Smart Contracts were created in this context of Digitalization – which also provided the 

emergence of other technologies, like blockchain and Artificial Intelligence – and the increase 

of the use of electronic contracts.  They receive this “Smart” denomination, but, in fact, they 

are not associated with any type of Artificial Intelligence (AI). Szabo adopted this expression 

because, at the time his concept was created, he was convinced that Smart Contracts were much 

more efficient than traditional contracts, since they did not require human intervention for their 

performance[4]. 

As a matter of fact, in theory, Smart Contracts could not be called “contracts”, either, at least 

not with the meaning recognised by us, legal professionals[5]. This given that, in most cases, 

Smart Contracts are related to the execution of computer tasks that have no relation with the 

enforcement of obligations. Thus, we may say that Smart Contracts are digital instruments 

based on computer codes or protocols that facilitate the automatic enforcement of material 

orders, without the intervention of third parties, and could or could not perform the function of 

a contract[6]. 

A key tool, a huge influencer in the progress of Smart Contracts, is the DLT[7] (Distributed 

Ledger Technology) blockchain. Blockchain has a great impact and repercussion, since it stores 

transactions and information in a distributed and tendentially immutable way, that hinders the 

possibility of information fraud in the blockchain, providing security for the use of Smart 

Contracts and trust in the digital environment. 

Along with the fact that blockchain brought the reliability that Smart Contracts needed for their 

good performance, it also brought many doubts and concerns, mainly related to its use in 

specific types of contractual relationships. The main issues associated with the use of Smart 

Contracts – most of them due to their self-executability and potential immutability – involve 

their use in legal agreements with vulnerable parties, as is the example of B2C (Business-to-

Consumer) relations[8]. 

On the one hand, the optimists on the subject advocate that Smart Contracts could correct the 

disparities of these consumer relations and help consumers to guarantee their rights. On the 
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other hand, there are those who argue that, indeed, there would not be a strengthening, but a 

reduction in the protection of vulnerable parties, since consumers effectively have limited 

interference in the creation of the contract and, moreover, do not have the necessary knowledge 

to influence the creation of Smart Contracts[9]. 

In an attempt to answer these and other debates involving the use of Smart Contracts, it is being 

analysed not only the use of accessory tools – v.g. the “oracles”, but the use of Artificial 

Intelligence. In this sense, the intention is to assure the flexibility and adjustment of agreements 

performed through Smart Contracts and prevent unfair and opportunistic practices, providing 

legal certainty to the parties. 

Therefore, this paper has the purpose to discuss how the use of Artificial Intelligence would be 

reflected in the consumer Smart Contracts and its consequences in Law, especially for the legal-

consumer relations. 

II. SMART CONTRACTS, BLOCKCHAIN TECHNOLOGY AND CONSUMER 

RELATIONS 

1. Understanding Smart Contracts and the blockchain technology 

The Smart Contracts were first[10] defined in the 90s by the lawyer and cryptographer Nick 

Szabo, defining that “A smart contract is a set of promises, specified in digital form, including 

protocols within which the parties perform on these promises” [11]. This set of promises operates 

according to an objective and conditional logic (if “this”, then “that”)[12], executed 

automatically, without the need of an intermediary for its drafting, negotiating and conclusion. 

In summary, Smart Contracts are digital protocols that can perform the roles of contracts or 

any other type of computer task, in which the parties agree on their terms in advance and, 

automatically, once these requirements are met, their execution becomes effective. The great 

innovation in the Smart Contracts is the “trustless” system and its self-executability[13]. 

Szabo's first conception, which reminded us of vending machines[14], had the main objective of 

correcting the weaknesses of conventional contracts, since he considered the latter to be 

inefficient and extremely costly. However, for all their potential effectiveness to be used, an 

advanced technological environment was required to enable their use and to store the 

information securely. 

In 2008, when the crypto-asset Bitcoin and the blockchain technology arose – whose creation 

was attributed to the pseudonym Satoshi Nakamoto[15], but even today it involves a mystery 

about who and how many people were behind its creation – an opportunity was seen for the 

improvement and development of Smart Contracts. This being so, the blockchain technology, 

due to its characteristics of potential immutability and decentralisation, provides more 

effectiveness and reduces costs in the process of formation and execution of contracts and 

computer tasks, facilitating the enforcement of obligations and (or) transactions, with a safe 

and transparent system for the storage of information[16]. 
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Blockchain technology is defined as a technology for registration of information that is based 

on peer-to-peer[17] and distributed consensus. The name “blockchain” is used due to its 

functioning system, which works through overlapping blocks – the next block will always have 

the information from the previous one – forming its own fingerprint. This performance mode 

means that transactions are validated at the same time in several places/devices and nowhere, 

preventing the introduction of false or fraudulent information into the chain. 

In this way, although it has been created to improve the Financial System[18], it also works as 

an operational and practical force of the Smart Contracts, receiving the Smart Contract 

previously codified, written, and programmed, publishing and expanding that information 

through the network[19]. 

2. The use of Smart Contracts in consumer relations 

Indeed, blockchain technology and Smart Contracts were created at different times and with 

different objectives. However, blockchain has an essential role for the use of Smart Contracts, 

especially in contractual relations. The big question, nevertheless, is that being one of the main 

objectives of Contract Law to protect the fragile parties[20], to guarantee liberty and balance 

between individuals – both party and counterparty – and to promote contractual justice[21], how 

to provide these objectives in Smart Contracts based on blockchain? Moreover, we cannot 

forget the duty of information, duty of diligence, among other duties that cannot be based on 

the terms purely written in the cryptographed code. 

The liberty of contracting requires consideration and knowledge, mainly in the conclusion of 

consumer contracts, at a time when technological advances and the open markets offer the 

consumer a diversity of goods and services characterized by supply and demand, together with 

increasingly complex information[22]. This situation puts the consumer in a weak position, since 

companies will have superior knowledge of what is being sold or provided, while the consumer 

may have little – or no – knowledge. 

Therefore, Consumer Law is designed to protect and support consumers against possible unfair 

situations of a diverse nature, which affect the interests of the parties and may result from an 

asymmetry of knowledge, tools and power between consumers and businesses in the context 

of market transactions[23]. In the European Union, for example, the Article 169[24] of the Treaty 

on the Functioning of the European Union identifies consumers as vulnerable parties in 

consumer relations, demonstrating the commitment to guarantee their protection. 

Regarding the application of Smart Contracts[25] in B2C relations, for the business parties[26], 

the “reduced costs, simplified enforcement procedures and faster supervision of contract 

performance”[27] seem certainly beneficial and attractive. The controversy exists, however, 

relatively to consumer protection, i.e., if the use of Smart Contracts reinforces or undermines 

the protection of consumers. 
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III. THE CONSUMER PROTECTION IN SMART CONTRACTS 

About the protection of consumers in the use of Smart Contracts we clearly notice a division 

of two groups: those who argue that Smart Contracts strengthen the protection of these parties 

considered more vulnerable and those who advocate that there would be, in fact, an obstacle to 

this protection. 

The first group, formed by the ones who believe in the enhancement of consumer protection 

using Smart Contracts, is based on the idea that consumers would have new resources in online 

bargaining, correcting the existing disparities between the parties in B2C relations, thus 

restoring the information imbalance[28]. According to Eduardo Tatit[29], Smart Contracts enable 

consumers to establish their own contracting conditions, without the intervention of a trustable 

third party[30]. The Smart Contracts connect these consumers directly to sellers who are in 

accordance with the predetermined requirements, i.e., the contract would only be made when 

those conditions are satisfied[31]. In addition, they also see Smart Contracts as instruments to 

assist in the direct enforcement of consumer rights, when consumers are injured by a breach 

(total or partial) in the contract by the company or entity contracted[32]. In this sense, Bernardo 

Moraes and Gustavo Mello defend the effectiveness of Smart Contracts in contractual relations, 

since “the verification, execution and entry into force of the terms of the bilateral legal business 

– contract – are automatic, while ensuring its stability (because it cannot be revoked), as well 

as its transparency and publicity”[33]. 

By contrast, there are the voices of those who believe that all this “pro-consumer” potential is 

not true at all. Firstly, because consumers effectively have minimal influence over the creation 

of the Smart Contract, enabling powerful parties – businesses, traders, etc. – to take advantage 

at the consumer's expense[34]. Moreover, even if consumers had the power of decision, in most 

cases, they do not even have the required knowledge and expertise to influence the construction 

of Smart Contracts[35]. Taking, for example, the standard-form contracts via Smart Contracts, 

companies could take advantage and benefit from the generally low motivational level of 

consumers to file a lawsuit to insert unfair terms[36] within these contracts. Given that 

businesses parties can enforce – through a unilateral decision – quite easily any factual legal 

consequence on the counterparty simply by creating or issuing automated decisions, the use of 

Smart Contracts could come to encourage this type of practice. Consequently, the use of Smart 

Contracts in this kind of contractual relations would also difficult the justice and protection of 

the parties. It is important to emphasize that, over the years, the European Union has been 

making a movement precisely to protect consumers from these abusive practices, generally 

present in standard-form contracts[37]. In fact, looking at the Article 8b of Directive 2019/2161 

amending Council Directive 93/13 and Directives 98/6, 2005/29 and 2011/83 of the European 

Parliament and of the Council on the better enforcement and modernization of Union consumer 

protection rules, we verify tougher sanctions, which support the idea of combating this type of 

clause. 

Therefore, considering these two positions, we understand that, depending on the specific case, 

there may be, in fact, the unprotection of the average consumer in relation to the trader. For the 

Law professionals achieving contractual justice is often a difficult task, let alone for a computer 
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code that – in opposition to us, human beings – cannot, by itself, generate solutions or even 

make decisions that take into consideration aspects that were initially unpredictable or difficult 

to clearly define[38]. 

The objective language, added to the potential immutability and self-executing nature of Smart 

Contracts may bring, consequently, disadvantages to consumers. However, the automation 

present in Smart Contracts, if in compliance with the legislation, may help this process of 

consumer protection, automatically applying the consequences for the breach of a certain 

clause or disrespect to some principle, for example. 

When it comes to consumer protection, Geraint Howells, Christian Twigg-Flesner and Chris 

Willett[39], bring an interesting reflection: on the one hand, the legal rules must adapt to new 

technological and market conditions, considering the risks and vulnerability of consumers, 

which may be emphasized by the use of these new technologies; on the other hand, a strongly 

protective regulation may undermine the development of these innovations. In essence, they 

reflect that consumer protection should be more focused on the values – contexts behind the 

level of protection – than purely on the existing law, so that there is a balance between 

consumer protection and technological developments. 

1. The use of “oracles” in Smart Contracts for the consumer protection 

It is true, as previously mentioned, that Smart Contracts and the blockchain provide a 

“trustless” environment, i.e., there is no need for human intervention for its execution. 

However, blockchain is only able to verify if a predetermined task has been performed or not, 

and cannot get external factors, which depend on a human interpretation and an analysis of 

elements that do not belong to the contract but are essential for its proper functioning. This is 

not to say that Smart Contracts should not be applied at all in consumer relations, because, 

visibly, they have their advantages. It must be associated with elements that provide the 

protection of the weaker parties – consumers – so that they are not harmed, though.  

Bearing in mind that the revocable reasoning and the dialectical argument are important in 

contractual and consumer relations, the integration of the so-called “oracles”[40] becomes 

fundamental to optimize the quality of operation of Smart Contracts in consumer contracts. 

The “oracles” are third-party companies that connect the offline world with the online world, 

i.e., these companies collect external information and bring it into the blockchain to be 

validated and inserted into that specific contract. They work as a bridge between the Smart 

Contracts code and the external structure of any content/information[41]. These “oracles” can 

be decentralized[42], which makes the system more secure and impartial, having a “relevant 

role to prevent abuse of rights and ensure legal certainty” [43]. 

In the case of rail passengers’ compensation[44], provided for in Regulation 1371/2007, for 

example, the “oracle” would transmit the necessary information to the blockchain, and, in case 

of delay, the Smart Contract would automatically apply the corresponding compensation[45]. In 

this context, the data received through the “oracles” would improve the functioning of the 
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Smart Contract, which would obtain more accurate and reliable information, supporting both 

parties to the contract. 

It should be noted that, as blockchain technology, per se, does not allow the transaction to be 

reversed or stopped once executed, the presence of an “oracle” is important to allow it to be 

contested, in compliance with the relevant legislation, or with the updated status of that 

particular contract[46]. This could hardly happen if there was no connection between the Smart 

Contract and the outside world. 

The first big issue for the inclusion of “oracles”, however, is the intervention – in a way, human 

– of third parties. By the way, this is one of the main features of Smart Contracts, which differs 

them from all other means of electronic contracting and, at the same time, attracts many users. 

Another important point to consider is that, when we discuss numerical elements events, this 

task seems easy to be performed by the “oracles” and correctly included within the Smart 

Contracts. Still, in cases where the contents must precede interpretation, or are related to 

expressions that refer to general clauses or generic legal concepts, it seems to be more 

difficult[47]. 

Furthermore, the use of the “oracle”, although it seems to us to be the best alternative to enhance 

the use of Smart Contracts and safeguard the consumer, is not completely infallible and its legal 

consequences are not yet clearly defined[48]. 

2. The application of Artificial Intelligence for the improvement of Smart Contracts in 

consumer relations 

Responding to concerns about the use of Smart Contracts not only in consumer relations, but 

in contractual relations in general, a possible solution would be the creation of “oracles” based 

on Artificial Intelligence, increasing the efficiency of the information obtained and, 

consequently, reducing the costs. As Gabriele Mazzini declares, AI is recognized as a 

technology with the potential to bring great transformative economic and social effects, which 

need to be harnessed for the benefits of people and society, according to the European 

approach[49]. 

The use of “oracles” based on AI, due to the great capacity of collecting data in a short space 

of time, would serve to express and simulate legal reasoning, being able to evaluate 

fundamental notions of contract and consumer law by inserting these nuances into Smart 

Contracts. The use of Artificial Intelligence would not only help in a quantitative analysis of 

information, but it would also help in the application of Law in issues that require human 

interpretation of natural or legal contents[50]. At the same time, it would permit the code to 

approach the reality of the contractual parties and the possible unpredictable changes more 

accurately. 

However, we cannot forget that the use of Artificial Intelligence in transactions between 

companies and consumers must be fair, transparent, and compatible with Consumer Law. The 

lack of an adequate legal framework keeps the concern around the use of these technologies, 
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since the possible negative impacts of abuse in Smart Contracts become more evident, 

especially in B2C relations[51]. 

The issue of the application of AI, though, is still very uncertain and we do not know its effects 

on Smart Contracts and whether the creation of specific legislation, in this aspect, would not 

make sense to safeguard the protection of the most vulnerable parties. Furthermore, in case of 

failure of the “oracles”, the legal consequences are not yet expressly established. In the same 

way, adding Artificial Intelligence to Smart Contracts to protect the consumer is interesting, 

but it brings other issues related to technology, which deserve special attention. 

At the current point in which the development of Artificial Intelligence in the “oracles” is, even 

though technology is important to get external information essential for the development of the 

Smart Contract, the difficulty of understanding the ambiguous terms may remain, keeping the 

problem of interpretation. If there is this interpretative deficiency, would it consequently affect 

the correct execution of the contract? And, if so, who would be responsible for this error? 

It does not mean, at all, that the use of Artificial Intelligence and Smart Contracts should be 

excluded from consumer relations. However, it is necessary to find – or try to promote – a 

balance between the parts of this relationship that are usually in asymmetric situations. Thus, 

before the application of these technologies, it is necessary to devise strategies that guarantee 

the execution of the contractual terms in an automated way and take advantage of their full 

potential, without disrespecting consumer laws and preserving the logic that involves the 

creation of laws[52].  

IV. CONCLUSIONS 

Smart Contracts are presented as a contractual technological innovation that significantly 

modifies the way of contracting and, above all, the way of executing consumer 

agreements/contracts. The characteristics of Smart Contracts reduce the need for a third party, 

both to manage the business terms and to resolve possible conflicts between the parties, which 

facilitates contracting and, potentially, reduces the costs of transactions carried out this way. 

It is currently observed that consumers have more and more rights; however, it does not mean 

any guarantee of enforcement of them. Mainly about consumer protection, there is, in fact, a 

discrepancy between having these rights and applying, since most consumers are not even 

aware of them and, even if they do, they often prefer not to do anything about. In other words, 

a more educated minority of consumers claims their rights, which, consequently, harms even 

more the others who remain inert, since there is a price dynamic on the part of the companies 

to insert in the amounts charged the payment of the small part of the population that postulates 

its enforcement[53]. 

It remains evident that, due to the automatic execution of Smart Contracts, they can be highly 

advantageous and potentially applicable in various fields. Despite criticism of this technology, 

mainly because of its rigidity and automaticity, in the long term and during its development 

and study, the tendency is that it can be more easily – and on a larger scale – applied for the 

Electronic copy available at: https://ssrn.com/abstract=4778990



 

30 
 

benefit of Consumer Law. However, there are a few challenges to be confronted to establish 

Smart Contracts as a reliable mechanism for enforcing these rights. 

The use of “oracles”, undoubtedly, can answer some questions related to consumer protection 

in the context of Smart Contracts, in spite of its limitations. Artificial Intelligence, too, can help 

in the process of interpreting and simulating human reasoning, but to what extent and in what 

way this could occur without generating new legal questions – perhaps, without a solution. 

Furthermore, if there is a need for support from specific regulations, what would be the limit 

for creating new laws for intervention under new technologies so as not to prevent their 

development? 

Regardless of which position you take in relation to the use of Smart Contracts in consumer 

contracts, what is certain is that, increasingly, the paper-based economy is moving towards the 

digital world. Therefore, instead of trying to stop technological evolution, it is necessary to 

understand to what extent technological creativity and new forms of communication – as in the 

case of Smart Contracts – are revealed in the legal field to safeguard a balance between the 

interests of the parties in the consumer relations and the protection of their rights. 
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